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“TAMobile APT Surveill ance Caokoptaling 2020 htha/wgveld i n g Uyghurs, o
okout.com/documents/threegports/us/lookoutiyghurmalwaretr-us.pdf 18.
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18 MozurandPerlroth,i C h i SoftwarsStalkedUighursEarlierandMoreWi del y . o

¥l an Beer, diiArevernyt odeie@S exploit chaindugisbund in the wild,d Project Ze
29, 2019 https://googleprojectzero.blogspot.com/2019/68#ay-deepdive-into-ios- exploit.htn;

Thomas BrewstefjiPhone Hackers Caught by Ggle Targeted Android ardicrosoft Windows,

Say Sources,Forbes, September 1, 2018itps://www.forbes.com/sites/

thomasbrewster/2019/09/01/iphehackerscaughtby-googlealsotargetedandroidand microsoft

windowssay-sources

2006 N efii H ol@hinaturned gprize-winningiPhonehackagainstheUy g hur s . 0

21Jack Stubbs, AChina hacked Asi an ReetdrsSepembes,t o spy on Uighur travelers:
2019, https://www.reuters.com/articleAchinacyberuighurs/chinehackedasiantelcosto-spy-on-

uighurtravelerssourcesdUSKCN1VQ1AS
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2Andrew Case, Matthew Meltzer, andScakt ephen Adair,
Surveillance and BEJolpxitysSeptembber 20 20181ps:/ww.\@h ur s, 0

exity.com/blog/2019/09/02/digitadrackdownlarge scalesurveillanceand-exploitationof- uyghurs/

2Shoshanna S oBaseth©yhersecirity Experte Expose Ongoing Hack Attack on
Uy g h uTimes,oblsragiMay 27, 2021https://www.timesofisrael.com/israbhsed cybersecurity
expertsexposeongoinghackattackson-uighurs/

2ATim Star ks, fPossi ble Chinese hackerbsleaguerade as UN,
Uy ghur p oQyhelSeoopMay 27, Z021https://www.cyberscoomom/uighurchinese
hackerspakistancheckpoint-kaspersky/ A Uy gh ur s , maorify in China, tcargeted hian i ¢

fake foundations, 0o Ch e chtpsdresearch.dheclspeird.com/P021/ujbuys 2 7 , 20
a-Turkic-ethnicminority-in-chinatargeteevia- fake-foundations/
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25fi We a p oRmsspordheCrisisof UyghurSt at e | &yglsunHersasRigbtsProject,
April 1,2020,https://uhrp.org/report/weaponiz@assportthe-crisis-of-uyghurstatelessness/
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%A 0The Government Ne weLife Vleop asésnsdation abidsad/iolatiéfiir o o f
Uy ghur F a miHRR Febrmary 2,2Q2BDttps://uhrp.org/report/thgovernmentnever
oppressesis-chinasproof-of-life-videosasintimidation-anda-violation-of-uyghur family-unity/.

27 Alex Dukalskis,Making the World Safe for DictatorshifQxford: Oxford University Press, 202%),

28iQut of Sight,Not Outof Reach:The Global Scaleand Scopef TransnationaR e p r e $readamHouse,
January 2021https://freedomhouse.org/sites/déféiles/2021-
01/FH_TransnationalRepressionReport2021 rev012521_ webhHdf
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YEyck Freymann and Elettra Ardissino, fifbkeigma and E
Policy, March 29, 2021https://foreignpolicy.com/2021/03/29/eurepai-chinahuman rightsuyghurs
sanctions/

30In 2018, Germany deported a 23 yelt Uyghur student due to an administrative error. He

disappeared in China, and has not been heard from since. After this incident, Germartjéalted

deportatonofJy ghur s t o Chi na. For mor e i natcoentalyt i on. see
deported a Uyghur man to Chi na WadHingion Poswgust6, hasn't
2018, https://www.washingtonpost.com/world/2018/08/06/germacgidentallydeporteduighurman
chinahis-lawyerhasntheardhim-since{ i Ge r ma nli ghhaurt sd ep or tettsickens t o Chi n
Welle August 23, 201&ttps://www.dw.com/engermanyhaltsuighurdeportationso-china/a

45190309

SEl' 1l en Hal liday, AUIi ghurs Cam' tEuBRtagehugusiDR018,e se Rep
https://www.theatlantic.com/international/archive/2019/08/climaatensiighurs europe/596347/

2Anna Hayes, ASweden L eadFair Qbverver Wiaeyl6, 2020, Uy ghur Ri ght
https://www.fairobserver.com/region/asia_pacific/ahagesuighurrightschinapersecution
surveillanceconcentratiorcampsasylunmnews18221/

BAChina Asylum Cl ai ms t o D&tschendelidrebrivboyrlg 2020h an Doubl e,
https://www.dw.com/en/chirasylumclaimsto-germanymorethandouble/a52396720
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https://www.dw.com/en/germany-halts-uighur-deportations-to-china/a-45190309
https://www.theatlantic.com/international/archive/2019/08/china-threatens-uighurs-europe/596347/
https://www.theatlantic.com/international/archive/2019/08/china-threatens-uighurs-europe/596347/
https://www.fairobserver.com/region/asia_pacific/anna-hayes-uighur-rights-china-persecution-surveillance-concentration-camps-asylum-news-18221/
https://www.fairobserver.com/region/asia_pacific/anna-hayes-uighur-rights-china-persecution-surveillance-concentration-camps-asylum-news-18221/
https://www.dw.com/en/china-asylum-claims-to-germany-more-than-double/a-52396720
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34f T Hriéth Poison:TheHarassmentf UyghursOv e r sUWyghsriHuinanRightsProject,

Novembe28,2017 https://uhrp.org/docs/ThEifth-PoisonThe-Harrassmenrof-Uyghurs

Overseas.pdfil

3¥fiGer man Man Charged Wit hAsSgaed Prepsad-ox N&vgAplil8,s f or Chii
2011, https://www.foxnews.com/worldermanmanchargedwith-spyingon-exilesfor-china

%¥Benjamin Haas, A6Think of Your Family®roGlisna, Dhr
Guardian,October 16, 201%ttps://www.theguardian.com/world/2019/oct/17/thimikyour-family-
chinathreatenseuropearcitizensoverxinjiang-protests

37China Smears Former Xinjiang Resi de RadoFrabAs Test i f
April 13,2021, https://www.rfa.org/english/news/uyghur/sméei132021191322.html
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38 His namealso appearasfi A dHalk i nin samesources.

¥Ritt Goldstein, @Als ChGCGhnshan Science Mogitodulp 14\ PD0,hur s abr oad?o
https://www.csmonitor.com/World/AsiRacific/2009/0714/p06si®&oap.html

OXinrou Shu, AiHeretic, separati st , Supclaa,Aprda2; Uyghur Hal murat Harri's |Ir
2021, https://supchina.com/2021/04/22/hered@paratistraitor-uyghuractivist halmuratharrisin-
betweenrlife/.
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F r a nForign®olicy, March2,2018,https://foreignpolicy.com/2018/03/02/chineselice-are

secretlydemandingpersonainformationfrom-frenchcitizensuighursxinjiang/.

“Baptiste Jonathan

Uyghur

Fall evoz,

Wiéekps & ClosabyeltreGeor ges Ya

Di a s p Branee 24 Decerberal 6, 204.9it0s://www.france24.com/en/asia

pacific/2019121&ocushow-chinakeepsa-grip-on-uighur diasporain-francesurveillancethreats

4Joxl 1l e Garrus, ANo Pl ace to

Hi de: Hgendeed Chinese

FrancePressevia Hong Kong Free Press, August 17, 2018&s://hongkongfp.com/2018/08/ 1@t

placehide-exiled-chineseuighurmuslimsfeelstatesong-reach/

SANowhere

FAeneebtys InteBnatforeaf-ebruary 21, 2020,

updated September 10, 2021,

https://www.amnesty.org/en/latest/research/2020/02/elngaursabroadliving -in-fear/.
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4Kiyya Bal och, ANorway: Automated CaslplosAlakrroom Chi nese Embassy Spook Uyg
JazeeraNovember 14, 2019ittps://www.aljazeera.com/features/2019/11/14/norveayomateecalls
from-chinaembassyspookuighurdiaspora

48 Abduweli Ayup (Uyghur diaspora member), online interview by Bradley Jardine, Oct@i15,
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51 Aitor HernandeaMo r al e s | ALi sbon Has Shared Dissident I nfo
Politico, June 11, 202kttps://www.politico.eu/article/lisbeportugatdissidents personaldata

repressivaegimes/.
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52Australia Refugee Review TribunaCountry Research Section for China, CH31854 China,29ay

2007 ,https://www.refworld.org/pdfid/4b6fe1862.nds.

$3Dani el Hurst, AUyghurs Tell Austral Chanesel nquiry of
Go v e r n Guandian,Odtober 8, 2020z ttps://www.theguardian.com/australia
news/2020/oct/09/uighuts-tell-australiaringuiry-of-intimidationrandharassmenfrom- chinese

government

54 |bid.

Joshua Boscaini, AiChi nese Wyughhuorrsi tii naBsNeAsst cruasl eida , oof
(Australia), March 30 201%ttps://www.abc.net.au/news/2003-31/chinesegovernmeniaccuseebf-
intimidating-australiaruyghurs/10945090

56 No w hHeets®a f Amnestylnternational.

29


https://www.refworld.org/pdfid/4b6fe1862.pdf
https://www.theguardian.com/australia-news/2020/oct/09/uighurs-to-tell-australian-inquiry-of-intimidation-and-harassment-from-chinese-government
https://www.theguardian.com/australia-news/2020/oct/09/uighurs-to-tell-australian-inquiry-of-intimidation-and-harassment-from-chinese-government
https://www.theguardian.com/australia-news/2020/oct/09/uighurs-to-tell-australian-inquiry-of-intimidation-and-harassment-from-chinese-government
https://www.theguardian.com/australia-news/2020/oct/09/uighurs-to-tell-australian-inquiry-of-intimidation-and-harassment-from-chinese-government
https://www.abc.net.au/news/2019-03-31/chinese-government-accused-of-intimidating-australian-uyghurs/10945090
https://www.abc.net.au/news/2019-03-31/chinese-government-accused-of-intimidating-australian-uyghurs/10945090
https://www.abc.net.au/news/2019-03-31/chinese-government-accused-of-intimidating-australian-uyghurs/10945090

Uyghur Human Rights Project & Oxus Society for Central Asian Affairs

<™eod e |- Y |- — | 2005
- 8 %o @) ' | = #1000 — < 1L -
WS dTi—fea | 2L i b=

TM_” 9

Australia:

Breakdown
of Methods
(2002-2021)

Use of proxies and threats to relatives 3.6%
12.5%

Smear campaigns
1.8%

Restrictions on movement
42.9%

\

Intelligence and data gathering
Cyberattacks & malware

1.8%

Intimidation
33.9%

Recruitment as informants

1.8%

Restrictions on free speech and assembly

1.8%
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http://www.cnn.com/2005/WORLD/asiapcf/06/07/australia.china.diplgrAadrew Greeneli Ch i ne s e
spies in Australia on the r iABGNewgAustraing Novethbep20,o mat Chen

2016, https://www.abc.net.au/news/2018-20/howmanyspiesdoeschinahavein-australia/8041004
58 Also spelledasfi Sh a wA d d m g uip domesodrces.

A Mi grant receives chilling war ni ngwZeddmderaidn
July 29, 2019https://www.nzherald.co.nz/nz/migrargceiveschilling-warningwe-canfind-you-we-
arein-newzealand/GY4DPLWAEXXA35LRQYLT3YLXAY/
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60Ashley Weste man, fiNew Zeal and condemns Chi ma'no ctirdeeg tome n
Public Radio International The WorldMay 11, 2021 https://www.pri.org/stories/20205-11/new
zealandcondemnschinas-treatmenuyghurswont-call-it-genocide Mike Wesley Smi t h, A Ki wi Uy g

man c¢claims harassment and thr @089, by Chinese embas
https://www.newshub.co.nz/home/shows/2019/07 A&iyghurmanclaims harassmerandthreatsby-
chineseembassy.html.

6lTakamura Keiichi, ABackstor iNHKJuly@8,2080ur s abroad st
https://www3.nhk.or.jp/nhkworld/en/news/backstories/1222/

2Takao Harakawa and Sakei Shi mbun, AChi Migrane Abuse
into Spyi n gapaaFRorwardoOctgber,102020ttps://japarforward.com/chineseabuseof-
uyghurreachegapanblackmailsmigrantinto-spyingon-tokyo/.

63 TakamuraKeiichi, i B a ¢ k sUighursabeoadstill feelpr e ssur e. 0
64 Harakawaand Shimbunfi C h i Abesead UyghursReaches Japan. o
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https://www3.nhk.or.jp/nhkworld/en/news/backstories/1222/
https://japan-forward.com/chinese-abuse-of-uyghur-reaches-japan-blackmails-migrant-into-spying-on-tokyo/
https://japan-forward.com/chinese-abuse-of-uyghur-reaches-japan-blackmails-migrant-into-spying-on-tokyo/
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65 Yusup(Uyghurdiasporanember)onlineinterviewby BradleyJardine Septembet 5, 2021.
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6XUAR authorities have filmed and pubwhicckl y rel ease

appear to be produced under coercion and duress. For more on the phenoménaril see

Government Never Ofoofofdifedidens ab Imtinidatiahtandviodatios of

Uyghur Family Unity, o6 Uyghur Hhupedunp.®ad/rgpbrtee Pr oj ect |,
governmenheveroppressesischinasproofof-life-videosas intimidation-and-a-violation-of-

uyghurfamily-unity/.

67 Yusup,interviewby BradleyJardine.

8Ben Dooley and Hisako Ueno, fAJapan I|Is Finding It
Uy g h uNevs York Timespril 1, 2021 ,https://www.nytimes.com/2021/04/01/world/asepanr
uyghursxinjiang.html

“David Adler, ACCP' s pSepectater January 16,1202b,f t he Uyghur s, o
https://www.spectator.com.au/2021/01/cgessecutiorof-the-uyghurs/
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https://uhrp.org/report/the-government-never-oppresses-us-chinas-proof-of-life-videos-as-intimidation-and-a-violation-of-uyghur-family-unity/
https://uhrp.org/report/the-government-never-oppresses-us-chinas-proof-of-life-videos-as-intimidation-and-a-violation-of-uyghur-family-unity/
https://uhrp.org/report/the-government-never-oppresses-us-chinas-proof-of-life-videos-as-intimidation-and-a-violation-of-uyghur-family-unity/
https://uhrp.org/report/the-government-never-oppresses-us-chinas-proof-of-life-videos-as-intimidation-and-a-violation-of-uyghur-family-unity/
https://www.nytimes.com/2021/04/01/world/asia/japan-uyghurs-xinjiang.html
https://www.nytimes.com/2021/04/01/world/asia/japan-uyghurs-xinjiang.html
https://www.nytimes.com/2021/04/01/world/asia/japan-uyghurs-xinjiang.html
https://www.spectator.com.au/2021/01/ccps-persecution-of-the-uyghurs/
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"Gerry Shi h, AEt hni c Ui ghur s AsBociated PrestMar€hi52018, s e
https://apnews.com/article/7817b44ef57641d8a36cd1fel7ale379

1Rick Noack,fi Ui g feed persecutiorin China.Now Beijing'sharassmertiasfollowed them
toAu s t r\VeakhingtgrRst Februaryl0,2019,https://www.washingtonpost.com/world/2019
[02/07/uighursaustralia/

security

72Peta Dohertyfi Adel ai de' s Ui ghur community fedaaxs new Chinese

mo ni t oSBSApPrd 6, 2021 ,https://www.sbs.com.au/news/adelaiaighur communityfears
new-chineseconsulatebuilding-will -leadto-monitoring Rebecca Bricearl@h et t Bur ni e,
Adelaide Consulate attracts angry protest after complaints aboutsiman rights abb s e ABC Blews
(Australia) March 29, 2021https://www.abc.net.au/new2021-03-30/protestat-openingof-new
adelaidechineseconsulate/100037766
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https://www.washingtonpost.com/world/2019/02/07/uighurs-australia/
https://www.washingtonpost.com/world/2019/02/07/uighurs-australia/
https://www.sbs.com.au/news/adelaide-s-uighur-community-fears-new-chinese-consulate-building-will-lead-to-monitoring
https://www.sbs.com.au/news/adelaide-s-uighur-community-fears-new-chinese-consulate-building-will-lead-to-monitoring
https://www.sbs.com.au/news/adelaide-s-uighur-community-fears-new-chinese-consulate-building-will-lead-to-monitoring
https://www.abc.net.au/news/2021-03-30/protest-at-opening-of-new-adelaide-chinese-consulate/100037766
https://www.abc.net.au/news/2021-03-30/protest-at-opening-of-new-adelaide-chinese-consulate/100037766
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73Zulfiya Abdulla (Uyghur diaspora member), online interview by Bradley Jardine, Oct@f1,

“ANew Zealand parliament says UiRplteusMayd202ht s abuses
https://www.reuters.com/world/aspacific/newzealaneparliamentsaysuyghurrights abusedaking
placechina2021-05-05/.

75New Zealand Refugee and Protection Office website, last updated 2021, accessed July 13, 2021,
https://www.immigration.govt.nz/abouis/whatwe-do/ourstratgiesandprojects/supportingrefugees
andasylumseekers/refugeandprotectionunit/newzealanerefugeequota programme

%Gi | | Bonnett, AUi ghur refugee who f | BNZJdDUmiyna | eft

30, 2020, https://www.rnz.co.nz/news/national/408464/uighefugeewho-fled-china left-jobless
while-awaitingnz-residence
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https://www.reuters.com/world/asia-pacific/new-zealand-parliament-says-uyghur-rights-abuses-taking-place-china-2021-05-05/
https://www.reuters.com/world/asia-pacific/new-zealand-parliament-says-uyghur-rights-abuses-taking-place-china-2021-05-05/
https://www.reuters.com/world/asia-pacific/new-zealand-parliament-says-uyghur-rights-abuses-taking-place-china-2021-05-05/
https://www.immigration.govt.nz/about-us/what-we-do/our-strategies-and-projects/supporting-refugees-and-asylum-seekers/refugee-and-protection-unit/new-zealand-refugee-quota-programme
https://www.immigration.govt.nz/about-us/what-we-do/our-strategies-and-projects/supporting-refugees-and-asylum-seekers/refugee-and-protection-unit/new-zealand-refugee-quota-programme
https://www.immigration.govt.nz/about-us/what-we-do/our-strategies-and-projects/supporting-refugees-and-asylum-seekers/refugee-and-protection-unit/new-zealand-refugee-quota-programme
https://www.immigration.govt.nz/about-us/what-we-do/our-strategies-and-projects/supporting-refugees-and-asylum-seekers/refugee-and-protection-unit/new-zealand-refugee-quota-programme
https://www.rnz.co.nz/news/national/408464/uighur-refugee-who-fled-china-left-jobless-while-awaiting-nz-residence
https://www.rnz.co.nz/news/national/408464/uighur-refugee-who-fled-china-left-jobless-while-awaiting-nz-residence
https://www.rnz.co.nz/news/national/408464/uighur-refugee-who-fled-china-left-jobless-while-awaiting-nz-residence
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Canada: Breakdown
of Methods (2002- bt
2021)

Cyberattacks & malware
40.8%

Recruitment as informants
10.2%

Restrictions on speech & assembly
2%
Smear campaigns

3 g 2%
Use of proxies & threats to relatives

18.4%
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reportrevealshow-chineseofficials-harassactivistsin-canadehereis-a-consistent
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https://nationalpost.com/news/world/confidential-report-reveals-how-chinese-officials-harass-activists-in-canada-there-is-a-consistent-pattern/wcm/2de0402f-5d1c-4a0a-b4bb-8dcfd56b3788/
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United States: L aas

Smear campaigns = . 24%

Brea kdown 18.5%
Methods (2002-
2021) Restrictions on free speech & assembly

4.9%

Intelligence and data gathering
1.2%

Intimidation
49.4%

Use of proxies and threats to relatives
18.5%

Recruitment as informants
2.5%
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Genocide; Canadads Small Uyghur Co mrloronio$tay, St ruggl e
November 21, 2020ttps://www.thestar.com/news/canada/2020/11/21/puthiegpotlight-on-a-
genocidecanadasmalluighurcommunitystrugglesto-makepeopleunderstandhtml.
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https://www.thestar.com/news/canada/2020/11/21/putting-the-spotlight-on-a-genocide-canadas-small-uighur-community-struggles-to-make-people-understand.html

Uyghur Human Rights Project & Oxus Society for Central Asian Affairs

tfoze 1 %BEyd L p=mfs ==
AE=44 4= e e o g eee
-R ewD J 47 - - s %] - -

- A-” AL -V < 4 ||fJ||ETM-||9 : o fi J fi D.C.
</ — — O —Pmm~i (F" gwoDd—0fiPd|®
£ - Afs%es L owm o oLs AL

ek L AVE-ve-dofia’ e AL c<%

o Nefl 20

— _>_-| |.|_ - - - = TM_||9

2018 ~ 8 Gulruy Asqar | #* 2> e fi — vl 4

o o Eve o k- 8 % - A %Ne

— d L

= w44 o - 2 tdvorEd e%nl 5
[ Veos 4% % 4= — & |4 Guruy |

3 # == %V O — @2 phrs |

£Nd e g |- L ~on%fVes [VO % onhd -
=8/ — r — 1/8|||=— Yo 3 Vo S y— |8
| ® — L A — & V-2 0o ™Mks _ 1L =

= 81,

I_TM\/ 9 |L_L - |Lz

i JL = ™ r r
N R A S [ -

Pum~i  (F gwe D~ ALyt i< oa=™ 9 » s L
-—-inso' o — « KuzzatAltay | ® 2018 ~ P> © - i | 1
A* hVv¥es hOPw @F Pum~ i —¢co " W' «F v L %TOT'Ill'
o —y kE— Epl:ded L LV e ohe825 —0 Ql%QTM—iNQ-HS’
fiPd)— F<F2 %8 Pum=i - ™ vl 4L oA

AL Ts‘i:)Kl/8|lf =y 8% - 0 = Y8

A1t sUiNg Ve
”Omer Kanat, fAChinads Cross BorderThECkipomaAugust t o Terrorize Uyghur Ameri c
29, 2019 https://thediplomat.com/2019/08/chiraimssbordercampaigrto-terrorize uyghuramericans/
80Col m Qui nn, A6Webre a People That Are S@iri evingbo: Local Uyghurs Have E

Fear Re pDCistdVarchdl#, 20a%ttps://dcist.com/story/19/03/14/weeepeople thatare

grievinglocatuighurshaveescapeethinabut-still-fearrepression/

814 N o w Heets®a f Amnestylnternational.

82fKuzzat Altayo (bio), Uyghur Americamnersfoesoci ation, June 10, 2021, acc
of the website on October 25, 202itps://web.archive.org/web/20210610190710/

https:/fvww.uyghuraa.org/kuzzat

8fiTargets of Crackdown i n Chi Asaocides resd@ohn82020) ment 6 s Reach in U.S., 0
https://apnews.com/article/religiommigrationap-top-newsinternationalnewspolitics-

7dc7c0df54fc0d270a15186ac9e5ba84

38


https://thediplomat.com/2019/08/chinas-cross-border-campaign-to-terrorize-uyghur-americans/
https://thediplomat.com/2019/08/chinas-cross-border-campaign-to-terrorize-uyghur-americans/
https://dcist.com/story/19/03/14/were-a-people-that-are-grieving-local-uighurs-have-escaped-china-but-still-fear-repression/
https://dcist.com/story/19/03/14/were-a-people-that-are-grieving-local-uighurs-have-escaped-china-but-still-fear-repression/
https://dcist.com/story/19/03/14/were-a-people-that-are-grieving-local-uighurs-have-escaped-china-but-still-fear-repression/
http://www.uyghuraa.org/kuzzat
https://apnews.com/article/religion-immigration-ap-top-news-international-news-politics-7dc7c0df54fc0d270a15186ac9e5ba84
https://apnews.com/article/religion-immigration-ap-top-news-international-news-politics-7dc7c0df54fc0d270a15186ac9e5ba84

2 8 O Eabhily 6 B O O w2 Kbiv IChind s dlacking, Surveilling, and Intimidating Uyghurs in Liberal Democracies

2018 9 & Rushan Abbas | : o fi J fi —¢ fi « 2 fi « — =g
fi 2% pumai  — e S :
— Gulshan | > —- i # t 4| v ¢ Rushan Abbas
R I s M S
— 8 | - o fi s fi D.CA <A wWo-0D
s Campaign for Uyghugs 4 =8 | €~ 2 -wvsKneo
I R | L= TM_||9

v TPl @8— |42 Pamri— - A -
zfil— o ofi' i - A %Nof v o 14 [k
— oz fi ) — ,_|s — AL Izsillf" dL

cfesaq <% -z fisd ~e<a —
~Ff =6 w2 Wk t 4 v L—3%NJ vo 2020 11 8 K'
fi bm®  — | ® — Rayhan Asat < - &
™= 8 P - %1 | P—-- A -z i
) 4 =V o Rayhan ~ |f{ <8 wmz fi s — ~ —

Z n —ofiPd % cvfik™ 2J 0
did t [ V/ e# N mmzfi) -~ — |
A [ L -
Ti- =V qVe N - N
v* >@m L™y o Rayhan — - | < —
2 Lo 4 — ' -4 !

Ekpar Asat — - 2 %lEYX—|eo A 5 Fz™
Vo 89 g \/Ll O - L ]/8_[52/3=|8 -
Lke Y%Ne| o < 8 | v L-—
wfi 2y 2 3VOog 14 [f—¢" fiR@®|8 VL~
eJhODr # N8 |7 4L 1AV E-
O e CREE L

o 5 — P i Ls Yo ORmm L 14
L s o= ™{ 9 2015 ~ Ak - a. DK
NOJdirc [V owei |3 — %1 3130
== =8 o b #F OR mm A T™s P - +
— - ~ A-“ ||-e-— V< =yo

T «

1

<
r
I
1
[
—
1]

847/ N o w Heets®a f Amneéstylnternational.

8%Lin YangSenfisGhtiinvee Topics at US Uni ver &diceiofes Dr aw
America November 20, 2020https//www.voanews.com/a/usa_chhisensitivetopicsusuniversities-
drawmore-online-harassment/6198648.htiml/

86Rayhan Asat (Uyghur diaspora member), interview by Bradley Jardine, Washibgt, JulyL8, 2021.

39


https://www.voanews.com/a/usa_china-sensitive-topics-us-universities-draw-more-online-harassment/6198648.html/
https://www.voanews.com/a/usa_china-sensitive-topics-us-universities-draw-more-online-harassment/6198648.html/
https://www.voanews.com/a/usa_china-sensitive-topics-us-universities-draw-more-online-harassment/6198648.html/

Uyghur Human Rights Project & Oxus Society for Central Asian Affairs

—o 0h — > um~ | Quttapay IR
— #£2 — e L pe L ~fes =voe
Bl v Quispay | & v irae A g ffyo
SO0k — Pum~i  —z <! Bekkrs <
Yusup |2 ocab—v @ckrs L] -
— ™ 4 34 A %Nof Vv [ Ve —
o bw AT p—
CROWI ) Pemmi rF<f=| o™ LAYy
<d o yogz .l sRewd L A - L
tve” @bk | —<iTORmm W[ t a &
@\/3/88§1;19D[]3y 91/8|||=— Vs iﬁ]|=| =

s VL] ™2 A 870
— Pum~i o> op, - -V Facebook h = ¢
- s oarsnol o — i Logd
Facebook Canada® <soafVoas — ¢ 20 o —
- A o[ Vo Facebook |[{ < 1 —
I v 1 AV E- 1 ovened
< # Nef o -lF{sstecovL D&
J 8 E Pumsi «F" gvsd—0fiPIo
i [ V Facebook « »fi J 4 -8 <sofV 1<
L s —Nef| " fiedoT et T e t Voo
— o< ™e o Facebook | <& |[F| g Ve pemmid i
A0 @0 wm) - Y Y1 V O P> VKO wa £ L
8 — > VKO wml — = 1Y e T 0
t =™y < ™e9 Facebook 8 £ e oDV L%B v i vV
sl o i dvdy - oVvek! % [V —0d)R
vodxes-4L | visl t avedf-ey-
,_|8.DWDJ)-K18 ke skl az—e k!
p)

= ™,/ 9

| o
|
@

0

o
=

1}
4
<

<<
©

/AN
1S

(Sl D
—
=

—
n
—
<
<<

IN

o
>

> - K. OVe )l — 4= 2«¥a KNeo™ <9
> # Nef Mehmet Tohti | @ | elfone—2 —
> e «F* Avond - o= %V < =ETM-||9~::I::-J1
b —ofi Pd | & Justin Trudeau ~ 8 ofi ' wafi 0
N L

8Craig Of fm@anadiUggdbubay Chinese Of fi GlobeahdMaiDet ai ned, Bl ackmailed Them,
April 22, 2015, https://www.theglobeandmail.com/news/national/uyetemadianssay-chineseofficials-

detainedblackmailedthem/article24056142/

8E| i zabet h Thompson, tiofiTangdied Canddia Pygluns, Saye Oper a

F a c e b GanddiandBroadcasting CorporatipMarch 24, 2021,

https://www.cbc.ca/news/politics/chineyghurcanadeespionagel .5962221

40


https://www.theglobeandmail.com/news/national/uyghur-canadians-say-chinese-officials-detained-blackmailed-them/article24056142/
https://www.theglobeandmail.com/news/national/uyghur-canadians-say-chinese-officials-detained-blackmailed-them/article24056142/
https://www.theglobeandmail.com/news/national/uyghur-canadians-say-chinese-officials-detained-blackmailed-them/article24056142/
https://www.cbc.ca/news/politics/china-uyghur-canada-espionage-1.5962221

2 8 OEahily Will 2 U 1 How €hiina is Hacking, Surveilling, and Intimidating Uyghurs in Liberal Democracies

O b= finK" « BillBlar | +— oz
3 AL 7 |8 10 d d =38
oo d _—” — 4 s «=»||-eSA-|| o < ==
TM_”899
2019 — P um=~i <2020 — Poume | @ >
— £ — OVl Owm) -~ — Ne||
L Afssl-s — £ %BEYy—«" fidd
fi Y6 [k > m—--i AL ~Fesaq L—2# N %o
= ™= | % N 8 | 14— <-.0P
iNyv=-npecy & =8 > - — 10
S A S
—  Nej Vol bumni —¢o s ow' AL
1—- | V%=2e¥%| # Nef| %9 2020 » = i | &
- 7 — Pum~i  (F° w0l
AV E=  ~=mw= - A v =4 k=™ 2021
8 © FBI| — i - A L 4y -
A — L - — 8 i 5 Ls
d s AL 8 AL A_”g AL -8
wl— wlkzd - ez emei -
o - =~ ™M= ez ™™y 9209 < |80_f.>
DYl wo rx M= - & -8 4 -i 5Kk %
-fic ¢fisd AfvE- & sles k=%vV %e
LA E=1 5o @< o kb sws — —»' pkd L
-l o= % # N %

89 Bill Blair, i R e s ptathe Pezembed8,2020motiononForeignl n t e r f RublieSafete , o
CanadaAugust20,2021 https://www.passengerprotegtotectiondespassagers.gc.ca/cnt
[/trnsprnc/brfngmtrls/primntry-bndrs/20210625/2@n.aspx

90US Congress, SenatglGHUR Act of 2019S 178, 166th Congss, introduced in Senalanuary
17, 2019 https://www.congress.gov/bill/116iongress/senadeill/178/text; US Congress, Senate,
Uyghur Human Rights Policy Act of 2D 3744, 116th Congress, introdubtay 14,2020,
https://www.congress.gov/bill/116&ongress/senatsill/3744.

John Ruwitch, AU.S. San c tPolitburosMer@her, ForeXmj@and®fufsiecsi, &l s ,
NPR,July 9, 2020https://www.npr.org/2020/07/09/88940629&sanctionschineseofficials-
including-politburo-memberfor-xinjiang-abuses

2 Chinese Government Transnat i orbaals eRle plRyiegghsbBlesndd Vi o |
9B Ch i nawesneenGTransnational Repression Violates US Laws ard S e d  WRighthh ur s 6

FBI . See also fiCyber Incident RepicRretpnoidents,0 U. S. Fed
Phi shing, Malware or Vulnerabil i tAgensy,atces€edber securi
August 8, 2021https://uscert.cisa.gov/reporfi Wh at We | n\CgdbteirgdtheeaThe U. S.
Bureau of Investigation, accessed August 8, 202fs://www.fbigov/investigate/cyber

41


https://www.passengerprotect-protectiondespassagers.gc.ca/cnt/trnsprnc/brfng-mtrls/prlmntry-bndrs/20210625/27-en.aspx
https://www.passengerprotect-protectiondespassagers.gc.ca/cnt/trnsprnc/brfng-mtrls/prlmntry-bndrs/20210625/27-en.aspx
https://www.congress.gov/bill/116th-congress/senate-bill/178/text%3B
https://www.congress.gov/bill/116th-congress/senate-bill/3744
https://www.npr.org/2020/07/09/889406296/u-s-sanctions-chinese-officials-including-politburo-member-for-xinjiang-abuses
https://www.npr.org/2020/07/09/889406296/u-s-sanctions-chinese-officials-including-politburo-member-for-xinjiang-abuses
https://www.npr.org/2020/07/09/889406296/u-s-sanctions-chinese-officials-including-politburo-member-for-xinjiang-abuses
https://www.fbi.gov/file-repository/cyber-incident-reporting-united-message-final.pdf/view
https://us-cert.cisa.gov/report

Uyghur Human Rights Project & Oxus Society for Central Asian Affairs

—t' eofiir L Yer|83wlf< %o e

kK ¥ IETM-MQ

VI. vwedfitlfei/ »om
e i </ — - %1
 RECEL

2020 8 — — #8 10 3%
Al LAY 4L oV o o¢cr |5 Vo

o< 0= %s | < ™ ™8 LA zDo T
fi — LKA L gL oy 9 8 J

< 92— L s Y |k o «fi H* 2 o L A
02 =8 Nofd £ — 4 olle s o= ™| %50 —n
Civeee— w2 af=mffers i d - e -

o>y e -8 4L =8 2| # % Lsecs<l/
- 2% |fer 4 v AL eV i o g 1y <
-l sl ed o™ L — <8 A% A
—co0' <L 4 F3qr° | L w8/ — s

8 8 8 8 8 A >4 ™y = lpg—

—¢dazd@—el—1=—4d2a< 1 3] <%z%||fero

3/8N9‘||9 1 £/ — 4L <8 L AV k- i4||\/l
fiH Dade i’ ur |8 ™! @, L ™/ d - 9=
-ev) el { =3 £ Nof| 8 % 44 - -
SA-”lS?/sié%-” ||-e-—o-|| 969 — J—La - =| =|‘||9\/
E—1 — [evd F— % 14d=w%v > - i -9
— — T e am® F - — .- ™ L

= TM_" 9

94 Kai Strittmatter WeHaveBeenHarmonizedNew York: HarperCollins, 2020),176.
9% |bid., 167 213.

%Ross Andersen, @AThe Rdanto,Beptentber020,s al ready
https://www.theatlantic.com/magazine/archive/2020/09/chirgurveéllance/614197/

42


https://www.theatlantic.com/magazine/archive/2020/09/china-ai-surveillance/614197/

2 8 OEahily Will 2 U 1 How €hiina is Hacking, Surveilling, and Intimidating Uyghurs in Liberal Democracies

a—|e&1—|
e n AL
AV e
1 — o %
Y/ —
L _fes -s
wf - Lt b1
Wk -
g =™ <

o= ™3 — shi »ws

2018 ® %
or ¢« 14V

SAL= i 0! 5k | 85 Pumn
L A= o= ™ o — Yitu# Megvii® Sensetimé
Cloud Walk| &8 Pwm=i — & AV E—ui » ¥ sp —
- 4 F#£2%4°2018 | & L ¥ - — Hikvision¥
- co' #s —F%% 2D 90 ) Vbl Yexel
L 2% <> VKO =) - o= ™ 79 8
iFIytek| 8 »omm= i L T ‘” 9 | < ¥# E}/8-"
= 8 | F—3 9 ™ =V < <
| - n R2D>fi—¢Da2z>
o S LR S E R
0D > Vems < Lr 8 pomad £ — — - |
- cof =il ™ 4}
—hOd > Vem< < L8 pomai
V o= TM_”-\/ Ls —

1 Fe~ =

ve, =™,

I= |

| 8 L wm? -
£ — AL A AL

$|8 L

—JL_

T
L
8 09 8 A9
E—L—g2 Nof 10% ,
Lofe psda—
| ™ MO L 1p .8 @ — d - dL
A1 000
- -= ™9 2001 9 11 — 8
Yo . £ | o/ e o t v k- —
- VK. 2t r 2|8 — Lok o % v 0%
- #£0 1 — | @ 0 ZPm-i LAY
VE- Voed dawefi ) < = o= ™| —wo | d k-
| @ s 0 d R @Afia=z® e @Al N i« D)
| P A <%

O @Y D J o wo kK. =" p =
97 Strittmatter WeHaveBeenHarmonized200.
98 |bid., 202 203.
% |bid., 203.

I=
>
==
IN

WJane WakefielddfetdAl oemebdi b waBBE May26,202d on Uyghur s,

https://www.bbc.com/news/technolo@y 101248

wKate Crawford, AArtificial | n Atkartid, Apgl 87204, i s
https://www.theatlantic.com/technology/archive/2021/04/artificitdlligencemisreading human
emotiorn618696/

43


https://www.bbc.com/news/technology-57101248
https://www.theatlantic.com/technology/archive/2021/04/artificial-intelligence-misreading-human-emotion/618696/
https://www.theatlantic.com/technology/archive/2021/04/artificial-intelligence-misreading-human-emotion/618696/
https://www.theatlantic.com/technology/archive/2021/04/artificial-intelligence-misreading-human-emotion/618696/

Uyghur Human Rights Project & Oxus Society for Central Asian Affairs

— L 7 ™™o

2Br adl ey Jardine, AChi nads Sur Foeeigh PolicyNoemiert at e

15, 2019 https://foreignpolicy.com/2019/11/15/huawenjiang-kazakhstanuzbekistarchina

surveillancestateeyescentratasiaiBr ad|l ey Jar di ne aCagffronRtioekEathtatheEv an s ,

Sky. 0

1 China: Police DNA vDeactya boa sHu nTahnr eRaitgehntss PWwat c h,

https://www.hrw.org/news/2017/05/15/chipalice-dnadatabase¢hreatengrivacy.

05 Chi na: Mi nority Region Collects DNA F20b/m
https://www.hrw.org/news/2017/12/13/chin@nority-regioncollectsdnamillions#.

105Geoffrey Cain;,The Perfect Police Stafdlew York: Hachette Book Group, 2021), 118; Sui Lee

We e , AChina Stil!]l Buys Amangc ®es P Ndwer&lBihes p ne n d

June 11, 2021https://www.nytimes.com/2021/06/11/business/chinaxinjiang- american.html

44

oof =gt i k| bt o oaf A v
— o SOJ'ETM_”lOZQ
0l SF8 | — L AV E- t 4 v
— o W k- L afes-v-t
YeYer [F 18 — - s = - t 4 = ™ ¢ 2021
6 —8° 2 ') c Ammt 5i— - |{<®k. 00<Od:
hs po’ 2< ™e 2= — | & — - DNA &
- 18/ — Yo P - - - 4L o= ™ o
DNA | z | —=iDk V<4 8 8
02 — ENAY%E bemel 281 —eDx
R e L e ke
k- r M et - PsB | °
R A
Yo s o —V Er 4t dlV b — %
% v — — ofiki <DNAofiki —
< L el <%z%]|ferof v % — | 8
8 8 s 4 A>< 8 Pam= i —
L s sz ei A{VE—edazD or tq Ve
- cHlse ke 2t e E] S e
# 3600 —¢D A% ¢4 VI — | &
— ?/82_”‘8'_ — AL - =8 Poame i
- A-“ LAl |I|= Yor A-" — — #8

Millions, O

Central


https://foreignpolicy.com/2019/11/15/huawei-xinjiang-kazakhstan-uzbekistan-china-surveillance-state-eyes-central-asia/
https://foreignpolicy.com/2019/11/15/huawei-xinjiang-kazakhstan-uzbekistan-china-surveillance-state-eyes-central-asia/
https://foreignpolicy.com/2019/11/15/huawei-xinjiang-kazakhstan-uzbekistan-china-surveillance-state-eyes-central-asia/
https://www.hrw.org/news/2017/05/15/china-police-dna-database-threatens-privacy
https://www.hrw.org/news/2017/12/13/china-minority-region-collects-dna-millions
https://www.nytimes.com/2021/06/11/business/china-dna-xinjiang-american.html
https://www.nytimes.com/2021/06/11/business/china-dna-xinjiang-american.html

2 8 OEahily Will 2 U 1 How €hiina is Hacking, Surveilling, and Intimidating Uyghurs in Liberal Democracies

0 S t 4 =™{>° 2018 s
) Pum— 3 Puwm=i —Ahmad Talip | ® 0 -
ofiki — L 1 v =vi% . hyvornalk
- | e — Y6 - 7 Pem~i —eDdad
A-” Yso RaADfir = 3 |9l— «™g IDD ) o @
| 8 P o--i —L_< 8 —DNAL 5
A AL -8/ — 4L g — P «F" aw
oL =z e e

| et —e0ates ~edad v E-s 0
2 g Pemel — L - @ETM-”92018 8
Barna | Yofoe¥doed 1+ 48 —gfiPd
K™ 2 — FY%s® oD ) 8 Ys 8
— L ke sdveidls - Dess-—
™. @9+ —¢D 27D &r AV E# Ny < |-
=™{e | —edaAzde@<1d [-IDody | - g >
-1 4L o5y <d < o=™g AP g |
Dy V| L =™ csr=m= d= ge
dk [ =™, <4 oV %8 - & o= 8
% - 4 - “Vooe ¥l o— Yle
Ys - =V 1 <% Y V 0%

Jir AV E- > - & 4 v Jevlan
Shirmemmet | % b =i £F— — ~=™M=3s)0
T oo o= =V - 1tV — i BBC-
oV o e fio’ — Yolkos [V | & o vl
i 1/8||f 4 [V A % k=48
s Nov— &  A{so0did 8, %Neo vV —
%l oo™ < [V —#Nfe

| 17 o F# ™V % | - Fz ™ Le

— > mm= i 8 Mustafa Aksu | s Fof Vv o= Y-
©P ¥) 0LBBC- Y& Mustafa ~ J i € — P umn

| .

L

IN
v
.
5= ©

I=
=
i

=

I
I
8
i
(&)

6 Uy ghur Speaks Out About HuMddlekast EygFebriary 821, t at i on'
https://www.middleeasteye.net/news/uigispeaksout-againsthusbandsleportation uae

107Bethany AllerREb r ahi mi an, AChi nese CopsDalyBeastABgusti ng on Ame
14, 2018https://www.thedailybeast.com/chinegelice-are-spyingon-uighursoramericansoil.

108 His namds alsospelledi J e w8 hai nr m & soenesources.

45


https://www.middleeasteye.net/news/uighur-speaks-out-against-husbands-deportation-uae
https://www.middleeasteye.net/news/uighur-speaks-out-against-husbands-deportation-uae
https://www.thedailybeast.com/chinese-police-are-spying-on-uighurson-american-soil
https://www.thedailybeast.com/chinese-police-are-spying-on-uighurson-american-soil

Uyghur Human Rights Project & Oxus Society for Central Asian Affairs

S

A e

d 154 ||-es
oy 10%

L —|eo ‘
i ~lr=:
i ¢|8
r4d o

IJOPt | 8 K' ¢ <!
TM'” [ S—

- -

2017 8 -
3/88 °

¢Dd 24z @+ a4d 4

[0 ceia |
@ETM_HQ > o

v+ [JOP o X%

Tk

TR T
_” e | — 265 -
8 Nof ™| 1 —260 — < — Nej|

™l <d =79 2021 3 s % Nef

PSB %t e« fi~1tde 110 — % eV
Vak—  —1=| 8 «2)0ED kg Pummi v
® o — 19 =™o™eDd 4z @ENJ VO L |8
—te* T wo Y%oe v ¥ @ % 0D kfi 6D @D 2z
>e—  #ENJ Vol —Kk'EJRODK— | & - |t
| P - A oo fiddfi— o —r¥
{1~ %o™° 1 —e>2z> @~ |8 PSB |}f
Y — P - . el
ﬂlETM-Ilgl—QDQIZ:)O'_ 8 —
' o o — % 39 =%ds 1 —
s ¥. | ®) o | & 400 Ye 2Nef 8/ — - |
5 — Ly | <gfs 0 - z™=™| e~ =
4% 1 —e2a4z2 @~ |81 |- AV Er-s -

~V<™e ot #h' 2% =4 v 5000 —
- L=

|L

©
©

9 — 3/8 =|

|

e 4
|

=

1093 o e | Gunter, AThe
com/news/worléasiachina56563449

W Chinabdés Al gorithms of Repression:
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